Data analytics and Al bias
in LEAs decision-making

Challenges, gaps and related
innovation solutions
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The session will be entirely recordeand published
on the NOTIONES project website.

All participants except speakers and moderators will be
muted by default

Feel free to post your questionsions in theat.

If you would like to speak, raise your harahd wait
for the moderator to give you the floor.
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KEY OBJECTIVES

Elicitation of the needs
of intelligence and
security practitioners.

Promote interaction of
technology providers
and academy with
intelligence and security
practitioners.
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Identification of novel
technologies relevant
for practitioners through
research monitoring.

NOTIONES

Pay

Periodically publish a
report, which
summarise findings in
order to orientate future
research project
programming.

-

Ensure the commitment
and involvement of new
organisations in the pan-
European NOTIONES
network.
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Provide security
and intelligence
technology

Share insights into
their technology

requirements and
innovation needs.

4 2
INTELLIGENCE/
SECURITY PRACTITIONERS

A

Promote
emerging
technologies to
strengthen the
capacity of
practitioners.

Support the
reflection of
evidence-ba-
sed practice.

scenarios.

Help to achieve better
analysis of real life

Inform on the need of
evidence-based policies.

Pass a policy to protect LEAs in the line of duty,
ensure better outcomes for citizens and
community safety.

Warn of security threats and assess probable

outcomes of proposed policies

RESEARCHERS

Recommend integration of an evidence-based

research into policies.

SOLUTION PROVIDER!
TECHNOLOGISTS

Inform on requirements
for the development of
innovative solutions.

POLICY MAKERS

Support
innovation via
regulatory
framework
and financial
means

Enhance technical
knowledge on and
trust in novel
technologies.
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OTHER
STAKEHOLDERS
Offer consulting services, support

communication, knowledge
exchange and networking.
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43/Female
Germany

Susanne works as an innovation manager at a company.
which is specialised in the development of Al-based
solutions for social media surveillance. Working in this fast-
paced sector, she needs to constantly keep innovating in
order to stay ahead of the competition.

She must understand what technology solutions are
needed in the security sector and how they can be
developed accordingly

36/Male
UK

Johan Smith s a 36-year-old security practitioner at the

reconnaissance and surveillance. Therefore. h
faced with the challenge of finding and using the latest
technologies that give him a strategic advantage in the field

His main goal is to explore the most important
advancements in the technology sector when it comes to
aerial imagery possibilities. Especially in connection with Al
support. the most modern developments are taking place
here. which are of great importance for his field.

JOHAN IS LOOKING FOR A SOLUTION WHICH

creates the possibility to store
sensitive or confidential data via Edge Al

@ cnables security and encryption
improvements for existing technologies and solutions

@ can collect intel and monitor platforms to combat terrorism

SUSANNE IS USING A SOLUTION

@ tosecure data sharing and dissemination
o for data storage optimization

o fortechnological data sanitation

@ allows it to combine new technology for acrial imagery with
the military’s existing strategic software and

can find and adapt advanced artificial inteligence-based
computation suitable for use in the field

JOHAN IS USING SOLUTIONS WHICH

@ collect intelligence and monitor platforms to detect and
prevent organized crime,

=3 dain she i and

@ applys Image and Signal based intelligence (IMINT and SIGINT).

‘NOTIONES

SUSANNE’S WORK HAS

‘THE FOLLOWING LIMITATION
The language used at online platforms changes fast. which
has to be handled by the system somehow.

The quality of the text is very important for language
modelling. For example. multilingualism and speech-to-text
transformations are currently a challenge.

The "human in the loop in the development and training of
Al systems.

‘NOTIONES

JOHAN’S WORK HAS THE
FOLLOWING LIMITATIONS

While modern imagery offers great possibilites to detect

and identify all kinds of targets, specific knowledge is ill

required to select the appropriate data source, be able to

collect and process the data, o even be aware of the

technology's capabilities and limitations. However. there
g

29/Female
Italy

Carla works on security-related projects at her university in
Bologna. As a project manager. she tries to identify possible:
capability gaps of LEAS and connect them with technologists
who develop solutions for them,

Her primary goal is to enhance organisational understanding
of curent schemes and directions of research and innovation
aswellas to establish opportunities for bi-lateral cooperation
on sercurity-related topics.

55/Male
Sweden

Kristoffer is a govemment official in Stockholm. who is
responsible for the analyss. elaboration and preparation of
security concepts at the country level.

As a policy maker it is his job to identify vulnerabiliies in
national security and support the armed forces with modem
solutions.

(CARLA IS LOOKING FOR A SOLUTION WHICH

can identify threats to national security:

can identify persons behind the anonymous profiles who
participate in or direct darknet activities

can help her prevent and deter organized crime relating to
child pornography

CARLA IS USING A SOLUTION

® 1o collect information about common strategies for llegal
activites taking place on the darknet

® 1o gain an overview of relevant practitioners involved in the field

® to research the state of the art of Artificial Intelligence
algorithms and tools at the service of the Intelligence and
Security practitioners

KRISTOFFER IS LOOKING FOR A SOLUTION TO

counter potential terrorist threats via social media.

increase communication with the intelligence services
for better identification of potential threats and

communicate the needs of his government to the
security practitioners.

KRISTOFFER IS USING A SOLUTIONS FOR
® data enrichment from external databases and

@ decision management.

.NOTIONES

(CARLA HAS THE
FOLLOWING LIMITATIONS

As a researcher she has only limited access to the
¢ d can the

ly
new solutions tailored to intelligence and security activities.

She is completely dependent on cooperation with
technology developers and practitioners.

'NOTIONES

KRISTOFFER HAS THE
FOLLOWING LIMITATIONS

Even though a lot of threats are spread through online:
media. Kristoffer is not able to scarch the world wide web
for potential threats on his own.

More training is required to educate employees on
online safety.

Multiple pieces of software are used at once. which often
generates certain limitations during the exchange of
information.

.NOTIONES
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Other
stakeholders

-Al for
optimizing search
engines
- Use of UAVS for
monitoring and
continuous reconnais-

cance Planning,

information collecti-

- Space systems and Needs, on

means of observation Requireme"ts

- Better planning and coordina- Open rce
tion of the activity with other technology and structu-
stakeholders
- Determination of type
and sensitivity of the
information

:

Intelligence/security
practitioners

- Use of Al for
event prediction
and security
environment
development Dissemination

LEGEND
Stakeholders involved

Interaction with other
stakeholders in the ecosystem

- Definition of targeted audience
- Interaction with information
requestors and implementati-
on of

Technelogy involved

Needs/Requirements of
the stakeholders involved

Innovation needs for
technologies involved

Intelligence/security
practitioners

Electronic proces-

sing techniques i a Al for data
(e.g. cryptanalysis) processing
sing and analysis

Analysis

Intelligence/security
practitioners

mmuni
SIGINT signal with the different
intelligence

Collection

- Better qualification of the
information source
- Data collection and Al and ML
integration via web
scraping, etc.

Intelligence/security
practitioners

Data transfer from
intelligence structu-
res and systems

Processing

- Vetting and analysis of
intelligence data
- Better analysis of findings in - Allocation of data collect

reports and ir-formtlun and processing respor
materials - Accurate conclusions and

This project has recsived funding from
the European Union's Harizon 2020
research and innovat

innovation programme
under Grant Agreement No 101021853.

L

® o
Y

.NOTIONES



© NOTIONES

Al BIAS INLEAS
DECISION MAKING

Systemic Bias Human Bias
(institutional and historic bias) (errors in human thinking)

Al BIAS

(Gaps and Challenges)

Statistical /

Computational Bias

(errors that are caused by the
(data) sample)
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Thank you for your attention!
Contact us, get involved, stay update
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popAlproject

Dr Dimitris M. Kyriazanos
Project Coordinator, NCSR Demokritos, Greece
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Introduction
popAl

popAllproject

Dr Dimitris M. KyriazangsProject Coordinator
NCSR Demokritos

Email:dkyri@iit.demokritos.qr
Office:+30 2106503150

NOTIONES * ? popAl is funded by the Horizon 2020 Framework Programme of the European Union for Research and Innovation . GA number : 101022001
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POpAlproject

Introduction
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popAl€ in amutshell

Main objective

Main results

pop Al is a 24 month Coordination and Support
Action, bringing together security practitioners, Al
scientists,ethicsand privacyresearchersgivil society
organisations as well as social Sciences and
humanitiesexperts

..aimingto boost trust in Al by increasingawareness
and current socialengagement consolidatingdistinct
spheres of knowledge, and delivering a unified
Europeanview and recommendations,creating an
ecosystemand the structural basisfor a sustainable
and inclusiveEuropeanAl hub for LEA

SUAI Cluster

popAl Methodology.
Analysis of theoretical legal, ethical, social and
technicalframeworkrelated to the use of Al tools in
the securitydomain

Empirical Researchon the Al tools in the security
domain, raising awareness,societal acceptanceand
ethicsengagingan inclusiveEUAI ecosystem

Leadingto results
Pandectof recommendationsfor the ethicaluseof Al
for LawEnforcementAuthorities(LEAS)

A practical ethics toolbox for assessinguse of Al in
Civil Security and holistic Al taxonomy including
functionalities, controversiesand social acceptance
organisationahndlegalaspects
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popAlHighilights

15 YearPolicy Brief
&’T Iln.!.ll Policy Brief

Popl A Euroean Postive Sum Appac vt
Aol nsuporof Law Enorcement
i sfeqarting privacy ané fndamertal igts

Systemising Knowledge fét in
Civil Securityfunctionalities and
legal taxonomies
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Surveillance u
daa

TheMap of Al inpolicing
innovation ecosystem and
stakeholders

Listening to & Discussing with
Society

What do you think about the use
of Artificial Intelligence to-prevent Crime,

ienhance Security, assist in
Law Enforcement and Justice?

Fillin the anonymous questionnaire here:

https.//crowdsourcing.ecas.org/en/popai

Ecosystem engagement: U
clustering & joint activities plan

@
ALIGNER
STARLIGHT

Connecting with more than 15
relevant projects, EU bodies ar
initiatives

Ecosystenengagement:

Gonducted5 Policy Labs

https://www.pop-ai.eu/policy labs/
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POpAlproject

Introduction

POPAIl Taxonony

Systenising knowledgerfar iAldniCivil

We have created a series of
taxonomies that organise the
knowledge around Al, its legal,
ethicalandsocialconcerns

A AFunctionalitytaxonomy
A ALegataxonomy
A AnEthicaltaxonomy

NOTIONES
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LEAs training

Secuinity

Real-time Face

Sacial Networks

Public available

L Network traffic
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* Technical Robustness and safety
+ Human agency and oversight
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Introduction L%ﬁ. ”Im mny

Human Rights Data Al

Dignity, physical and mental integrity

Lawiulness Lawfulness
« Human dignity
. E(iagrgft) :10 the integrity of a o T
« Right to liberty and security
Purpose Limitation Purpose Limitation

This classificationaims to simplify the categorizationof E——

regulationsthat applyto Alin orderto enableto o —

‘ Risk management ‘

CO n Ce rn S y E;?Jr:lill‘st\::on of discrimination Proportionality Accuracy
. . . . Dala protection and right to privacy vy Bybesk el Fofsiness andSeiey ‘
2) identify areas and intersection of areas that are Po—

« Right to respect for a private
life

| |
| |
| |
| |
| |
1) better compare how regulations address social e |
| |
| |
| |
| |

currently not covered by binding and non-binding
Instrumentsand L . J

« Right to have a fair trial
« No punishment without Law

Data Protection Conformity Assessmen t

« Right to an effective remedy .
Impact Assessment Audits

3) promote a unified approach that merges human Rt
rights,dataandAl-related concerns e

« Right to work and be trained

« Right to just conditions of work

« Right to safe and healthy
working conditions

s

Human right
impact assessment

NOTIONES
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Introduction E[th“@T-d)-@ Q:l bE)X

POpAl is creating an Ethics toolbox to help LEAsnavigate the world of
Responsibll.

Theethicstoolboxincludes

A An openaccess interactive page that will use the legal, ethical and
functionalitytaxonomywe havecreatedto allow peopleto easilysearchlegal,

socialandethicalaspectsof Alapplicationan security

A 8 educationalvideosthat will answerthe questionsthat we collected from
LEA®N Responsibldl

A Aglossary |
M

NOTIONES
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T popAlg [e& dtQ donndcikd &8 02 Y Y

popAlFinalConference
Brussels, Belgium
September 2023

Visit our website: www.pop-ai.eu

popAl is funded by the Horizon 2020

. Framework Programme of the European Union A
- < PR *

for Research and Innovation. GA number: 101022001

https://www.pop -ai.eu/ AH

NOTIONES


https://www.pop-ai.eu/

popAl project ‘."{.';.,::HOTIOH ES

ntroaucton T u

=y TRILATERAL 'I-
. DEMOKRITOS RESEARCH E I 5

W4 NATIONAL CENTRE FOR SCIENTIFIC RESEARCH FOUNDATION

Information EINDHOVEN Z P
Technologies I U UNIVERSITY OF
TECHNOLOGY . . o i ;
Secunty Research and AdVISOfy European Citizen Action Service

Institute

Hochschule fiir den
offentlichen Dienst ‘4
. > (2
POLICIA - :(8)+-
o e 5
N7

Fachbereich MUNICIPAL <7,
Polizei Madrid ; N'?\? :

https://www.pop -ai.eu/ (POPAI

NOTIONES


https://www.pop-ai.eu/

popAl project  NOTIONES

Introduction

Questions & Answers

NNNNNNNN



© NOTIONES

popAlproject
Greekpolicylab

AnthoulaBania
Hellenic Police, Greece
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popAl Policy Labs ﬂ OTIONES

1st Policy LabGreece

15t StakeholderPalicyabab

Greece
25t May 2022

(online meeting

NOTIONES
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1st Policy LabGreece

CasesSitidies

1. Predictive, research, and detection systems using crim),
data to improve policing and combat crime

2. Systems for predicting dangerous driving using video
footage from traffic management cameras or other rea
time footage to prevent traffic accidents.

NOTIONES
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1st Policy LabGreece

Methodology

1. Online meeting: more than 25 persons attending
A Hellenic Police representativef{erationalapproach)
A IT companiestéchnicalapproach)

2. Open discussion: 3 groups (from different disciplines)bredkout sessions

3. The moderator illustrated the key outcomes in thienary rmeeting

4. Second open discussion: 3 groups (from different disciplineshraaicout
SEeSSIoNS

5. Definition ofrecommendationto overcome the emerged challenges.

NOTIONES
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1st Policy LabGreece{ga)

1st CaseiStudy

Prediiclive, reseatths @ind cdetectioiy sysiensinsmgreridaeadatariprimprevéecpelicing
and conibatcehime

Important! Explainingand clarifyingkey conceptsof the discussionvhen there
are groupsfrom different disciplines

A Descriptivesanalyticsvhat has already happened
A Predlictivesanalyticsvhat will happen

v

A Prescliptivesanalyticsvhat should happen :

NOTIONES
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1st Policy LabGreece
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1st CaseiStudy
ASI1S

Applicationsystem in which all offences and
Incidents of police interest are reported and
captured in real time.

No use of3 I
Publish statistics of the main forms of crime

Specific actions, which aim to provide immediate
response
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1st Policy LabGreece

1st CaseiStucyConeerns questions

V  Where will my resources be spent the next day?

<

How will | make effective use of staff?

Use i3] at techmnicaland pperationatlevels:

ensuring proper planning;

accuracy and reliability;
transparency;

safe and correct use of the system;

< < < < <

capability of upgrading/reconfiguration.

NOTIONES
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1st Policy LabGreece

1st CaseStudyPotemntial henrefits

V Appropriate and targeted allocation and distribution of resources
minimizing potential human biases

V Not easily processed manually

V advise/support decisiomaking on different levels of policing

NOTIONES
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1st Policy LabGreece

1st Case StudyPotential chillenges

V Risk of impartial control and bias of the system

. Negative feedback loop

V Overreliance on the system

NOTIONES
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1st Policy LabGreece

1st CaseiStudyRecommendations

Organizational/RegulatiorLevel
V Supportthe decision makingot to makethe decisions

V Certificationof system accountability

Tedhnical kevel

V Systems need to be constantly improved/ updated

V Transparencyopen-sourcealgorithms

NOTIONES
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1st Policy LabGreece

2st Caseistudy

Systems feppradiciing slangeeus idimgngiusing svdeo footagerfronificaffic
managementiceamerasostotheredine footage o preventtittdafiicaaceidents

Initial assessment
V Prevention of traffic accidents

V Ethical dimensions of a potentially emerging mass surveillance system

NOTIONES
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1st Policy LabGreece

2st CaseistugyPotentidl lhenéfits

V Train algorithms in scoring drivitighaviouras low, medium, and
high risk

V Interoperability- inform the respective governmental bodies

NOTIONES
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1st Policy LabGreece

2st Case StudyPotential chillenges

V Risk of abusing sensitive personal data

V Potential abuse of the system as third parties

NOTIONES
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1st Policy LabGreece

2st CaseiStudyRecommendations

Organizational/RegulatiorLevel
V Open data
VhLISNI 62NRQ OGN AYAYF

Technical kevel
V Securing user access

V Data securityg system

NOTIONES
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popAlproject
Germanpolicylab

PinelopiTroullinou
Trilateral Research, Ireland
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2nd Policy LabGermany [[] s

2" StakeholderPalicyabab

Gefimany
15" Septenther?2022

(online meeting

Hochschule fur den
offentlichen Dienst
in Bayern

Fachbereich
Polizei

NOTIONES
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CasesStdidies

1. Alasa support in mission control

2. Al as support for the processing of material of sexual exploitation
of children (CSAM) and its evaluation

NOTIONES
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rrrrrrrrrrrr
Polizei

Methodology

1. Interactive workshop (2 hours)

2. 13 online participants with the following backgrounds:
A LEAs
A Technical experts
A Legal and ethics experts

3. Discussions on the 2 case studies and wrpfsession
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15t casesstudy
Al asssuppeortiimmissionccanirol
Operationalcommandinitial situation

Description

EmergencyCall An emergency call is received at the operatioaatre. Apparently there was a
dispute between twaeighbours One person was injured by a knife

Situation at the Operation: The officerin-charge checks the controentreto see which patrols are in the area.
Centre There are three possible patrols
A Patrol 1: 1km away, patrolmen on duty since 8h, no special training of patrol
officers, no special equipment carried along
A Patrol 2: 2km away, Patrol officers on duty since 4h, no special training for
patrolmen, Taser is carried.
A Patrol 2: 3km away, patrol officers on duty for 2h, one negotiatiained officer in
the car.
A no special equipment is carried along

Decision at the Operation: The officefin-charge sends patrols 2 and 3 to the scene. Meanwhile, patrol 1 covers
Centre patrol areas 1, 2 and 3.
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Al asssuppeortiimmissionccanirol ‘Q

Problems
Description

Use of the available data A Command must make a decision in a reasonable amount of time
A Obtaining data on the different strips takes time
A Decision is made without knowledge of the entire data situation

rrrrrrrrrrr
Polizei

Role of the Operations A Personal experience has an influence on decisi@king
Manager A Mission control and person in charge can change at very short notice

Higiher ssyseeptilbiityde resiors
due to the human factor
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Analysis of existing data anc

resulting recommendation

NOTIONES

15t casesstddy
Al asssuppeortiimimissionccanifol
Use of Al

Threat assessment through
additional OSINT

Police internal interrogation
through Automatic
forwarding of information
to involved parties (DC,

rescue controtentre,
police officers on site)

© NOTIONES

Combination of Al and AR
A utilisedpolice officer

treats possible victims
directly with the help of AR
glasses
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2" casesstuddy

Al asssuppertdontheprocessings of anaterial ohsexuabexploitatiohcbfichildren
(C3AM haddtitsevaliation

Operationalinitial situation

Description

Seizednaterial Various hard disks and data carriers are seized from one suspect
IncomingSuspicious Within the framework of international police reporting systems, hundreds of
Activity Reports suspicious online contents are reported to the German police every day
Visualinspection All suspicious and seized material is individually visually inspected manually by t

officers
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2"d casesstuddy
Al asssuppertdontheprocessing ol anaierial ohsexuabexploitatiohcbfichildren
(CSAM xaddtitsevaliration
Problems

Description

Visualevaluation A Investigative approaches can only be created to a limited extent with the human
eye
A Psychologically stressful
A Timeintensive

Administrativeeffort A A report must be prepared for each case

NOTIONES
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2"d casesstuddy
Al asssyppeor fiontherprocessingf ofanaterial ofsexwvapexploitation:bfi ¢hildren
(CS3AM haddtitsevaliation
Application of Al

Establishmenbf the
facts

Automatedreport

Automatedqueries with logical context

(IPaddresslocation, and collected
efc.) information

NOTIONES
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2" casesstuddy

Al asssuppertdonitherprocessing of anaierial ofsexvabexploitationcbfichildren

(CSAM paddtitsevaliation
Keyfindings

Al support in mission control is rathpractical iin wibansateathan in rural areas
LEAS see Al application rathesgenatioZthan in scenario 1
Discussed scenarios arehnically fieasibtcbbutethicad @tk legabitirdlesght exist

No black box approachiraceahilityof decisions of the Al is crucial

o Do Do o D>

No sigtificantrfigkoobbiaas the amount of training material is so high and various that the risk for
a bias is estimated as low
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Methodology

1. Onlineandophysicahmeeting

2. Participants fromidifferentsecteors:

U AcattemicsA20)
A  PolicesAcademy2 (2614 of themwerepolice officers)
A  Cemeniusdniversity (1)

U Tedhdlesigners (2)Kempelennstitute of nt€lligentifechmologies

U PolicyNViakersA)7)
A Institute of Atiministrative:andSeotyityhAnglysisiof the iMinistryhefl therinterion of the: Slovak

Republic

A National Security Office dDepantment of Education, Suppottiandratemmational-Cooperation (1)
A National Crime:Agenay (2)
A  DepartmentofGomputec Crime of dlreRrésidivnmiof the RalicecRaice (3)

3. Opendiscussionrandragap upssession
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Casesstudy
Al tools iin rmofitiafimngssatciahaeiwarks
Basic Legal Frame

European Data Protection Board
On the upC0m|ng : : ........................... ._._.. ______________________________________ :
Regulatlon of the European Parliament and of Opinion of the . |
European Data Protection
the Council laying down harmonised rules Dn | . |
i | Supervisor i
artificial intelligence |

(Artificial Intelligence Act)

(@
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Casesstudy
Al tools iin rmofitiafimngssatciah aeiwarks
Basic kegalrkrame

Opinion of the
European Data Protection
Supervisor

Point 27
The use of Al in the area of police and law enforcement requir
area-specific, precise, foreseeable and proportionatdes
that need to consider the interests of the persons concerned and the
effects
on the functioning of a democratic society. ©) 2 ®

\ ©
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Casessiddy
Al tools itn montiofimngssatciah aetwarks
Use ofmoderntechnologiesin law enforcement in theSlovakRepublic

In generalis
The National Search Information System, AFIS Automated dactyloscopiddentification system
which consists of several independent of persons
Information systems. National database of DNA profiles and CODIS system

digitization of traces found at the crime scene and

_ their subsequent comparison with databases
Central Lustration Console

use software tools such asCASEomputer

programs, Analyst's Notebook, Autonomy - SOITRON |
IDOLServere.. some police vehicles are equipped with

0§ SOKy2t23ASa 0(0KId SylrotS WK
license plates and their automatic Iustration.:g = ﬁ.
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Casesstudy
Al tools iin rmofitiafimngssatciah aeiwarks

Following the murder o@Zamockéstreet
In Bratislava, Slovakia

The perpetrator posted several hateful statuses against the LGBTI community
on an anonymous account only a few weeks before he murdered
2 people in front of the
Cafe¢ SLIAG NByz . NF GAaftl gt

®
(£)
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On the day of the murder, he
posted a manifesto on the social
network ...



