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HOUSEKEEPING
RULES

The session will be entirely recorded and published 
on the NOTIONES project website.

All participants except speakers and moderators will be 
muted by default.

Feel free to post your questionsions in the chat.

If you would like to speak, raise your hand and wait 
for the moderator to give you the floor.
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AI BIAS IN LEAs
DECISION MAKING
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AI BIAS 

(Gaps and Challenges)

Systemic Bias Human Bias

(errors that are caused by the 
(data) sample) 

Statistical / 

Computational Bias

(errors in human thinking) (institutional and historic bias) 
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Contact us, get involved, stay updated:
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Dr Dimitris M. Kyriazanos, Project Coordinator
NCSR Demokritos

Email: dkyri@iit.demokritos.gr
Office: +30 2106503150 

popAI is funded by the Horizon 2020 Framework Programme of the European Union for Research and Innovation . GA number : 101022001

mailto:dkyri@iit.demokritos.gr
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popAIςin a nutshell

Main objective Main results

pop AI is a 24 month Coordination and Support
Action, bringing together security practitioners, AI
scientists,ethicsand privacyresearchers,civil society
organisations as well as social Sciences and
humanitiesexperts

..aimingto boost trust in AI by increasingawareness
andcurrent socialengagement, consolidatingdistinct
spheres of knowledge, and delivering a unified
Europeanview and recommendations,creating an
ecosystemand the structural basisfor a sustainable
and inclusiveEuropeanAI hub for LEA

SU-AI Cluster

popAIMethodology:
Analysis of theoretical legal, ethical, social and
technicalframework related to the useof AI tools in
the securitydomain

Empirical Researchon the AI tools in the security
domain, raising awareness,societal acceptanceand
ethicsengagingan inclusiveEUAI ecosystem

Leadingto results:
Pandectof recommendationsfor the ethicaluseof AI
for LawEnforcementAuthorities(LEAs)

A practical ethics toolbox for assessinguse of AI in
Civil Security and holistic AI taxonomy including
functionalities, controversiesand social acceptance,
organisationalandlegalaspects

https://www.pop -ai.eu/

https://www.pop-ai.eu/
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popAIςEcosystem & Stakeholders

https://www.pop -ai.eu/
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popAIHighlights
1st Year Policy Brief Systemising Knowledge for AI in 

Civil Security: functionalities and 

legal taxonomies 

 

The Map of AI in policing 

innovation ecosystem and 

stakeholders 

 

Listening to & Discussing with 

Society 

 

Ecosystem engagement: SU-AI 

clustering & joint activities plan 

 

 

Connecting with more than 15 

relevant projects, EU bodies and 

initiatives 

Ecosystem engagement:  

Conducted 5 Policy Labs  

 

 

https://www.pop-ai.eu/policy_labs/  
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popAITaxonomy

We have created a series of
taxonomies that organise the
knowledge around AI, its legal,
ethicalandsocialconcerns:

ÅAFunctionalitytaxonomy

ÅALegaltaxonomy

ÅAnEthicaltaxonomy

Systemising Knowledge for AI in Civil 
Security
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Legal Taxonomy

This classificationaims to simplify the categorizationof
regulationsthat applyto AI in order to enableto

1) better compare how regulations address social
concerns,

2) identify areas and intersection of areas that are
currently not covered by binding and non-binding
instrumentsand

3) promote a unified approach that merges human
rights,dataandAI-relatedconcerns.
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Ethics Toolbox

popAI is creating an Ethics toolbox to help LEAsnavigate the world of
ResponsibleAI.

Theethicstoolboxincludes:

ÅAn open-access interactive page that will use the legal, ethical and
functionalitytaxonomywe havecreatedto allowpeopleto easilysearchlegal,
socialandethicalaspectsof AIapplicationsin security

Å8 educationalvideosthat will answerthe questionsthat we collectedfrom
LEAson ResponsibleAI

ÅAglossary
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popAIς[ŜǘΩǎ ǎǘŀȅ ŎƻƴƴŜŎǘŜŘ

https://www.pop -ai.eu/

popAIFinal Conference
Brussels, Belgium
September 2023

https://www.pop-ai.eu/
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Thank you

https://www.pop -ai.eu/

https://www.pop-ai.eu/
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popAIproject
Greek policylab

AnthoulaBania
Hellenic Police, Greece
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1st Policy Lab - Greece

1st Stakeholder Policy Lab 
Greece

25th May 2022
(online meeting)
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Case Studies 

popAIPolicy Labs
1st Policy Lab - Greece

1. Predictive, research, and detection systems using crime 
data to improve policing and combat crime 

2. Systems for predicting dangerous driving using video 
footage from traffic management cameras or other real-
time footage to prevent traffic accidents.
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Methodology

1. Online meeting: more than 25 persons attending

Å Hellenic Police representative (operationalapproach)

Å IT companies (technicalapproach)

2. Open discussion: 3 groups (from different disciplines) in 3 break-out sessions

3. The moderator illustrated the key outcomes in the plenary meeting

4. Second open discussion: 3 groups (from different disciplines) in 3 break-out 
sessions 

5. Definition of recommendationsto overcome the emerged challenges.

popAIPolicy Labs
1st Policy Lab - Greece
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Important! Explainingand clarifyingkey conceptsof the discussionwhen there
aregroupsfrom different disciplines

1st Case Study

Predictive, research, and detection systems using crime data to improve policing 
and combat crime

Á Descriptive analytics: what has already happened 

Á Predictive analytics: what will happen 

Á Prescriptive analytics: what should happen 

popAIPolicy Labs
1st Policy Lab - Greece
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1st Case Study
AS IS

V Application-system in which all offences and 
incidents of police interest are reported and 
captured in real time. 

V No use of ɮɹ

V Publish statistics of the main forms of crime

V Specific actions, which aim to provide immediate 
response

popAIPolicy Labs
1st Policy Lab - Greece
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1st Case Study - Concerns - questions

V Where will my resources be spent the next day? 

V How will I make effective use of staff?

Use of ɮɹat technical and operational levels: 

V ensuring proper planning;

V accuracy and reliability;

V transparency;

V safe and correct use of the system;

V capability of upgrading/reconfiguration.

popAIPolicy Labs
1st Policy Lab - Greece
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1st Case Study - Potential benefits 

VAppropriate and targeted allocation and distribution of resources 
minimizing potential human biases

VNot easily processed manually

Vadvise/support decision-making on different levels of policing

popAIPolicy Labs
1st Policy Lab - Greece
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1st Case Study - Potential challenges  

VRisk of impartial control and bias of the system 

Negative feedback loop

VOverreliance on the system

popAIPolicy Labs
1st Policy Lab - Greece
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1st Case Study - Recommendations 

Organizational/RegulationLevel

Technical Level

VSupportthe decision making not to make the decisions

VCertificationof system accountability

VSystems need to be constantly improved/ updated 

VTransparency: open-sourcealgorithms

popAIPolicy Labs
1st Policy Lab - Greece
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Initial assessment

V Prevention of traffic accidents 

V Ethical dimensions of a potentially emerging mass surveillance system

2st Case Study

Systems for predicting dangerous driving using video footage from traffic 
management cameras or other real-time footage to prevent traffic accidents

popAIPolicy Labs
1st Policy Lab - Greece
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2st Case Study - Potential benefits 

VTrain algorithms in scoring driving behaviouras low, medium, and 
high risk

VInteroperability - inform the respective governmental bodies

popAIPolicy Labs
1st Policy Lab - Greece
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2st Case Study - Potential challenges  

VRisk of abusing sensitive personal data 

VPotential abuse of the system as third parties 

popAIPolicy Labs
1st Policy Lab - Greece
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2st Case Study - Recommendations 

Organizational/RegulationLevel

Technical Level

VOpen data 

VhǇŜǊŀǘƻǊǎΩ ǘǊŀƛƴƛƴƎ 

VSecuring user access 

VData security ςsystem 

popAIPolicy Labs
1st Policy Lab - Greece
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German policylab

PinelopiTroullinou
Trilateral Research, Ireland
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2nd Policy Lab - Germany

2nd Stakeholder Policy Lab 
Germany

15th September 2022
(online meeting)
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2nd Policy Lab - Germany

Case Studies 

1. AI asa support in mission control

2. AI as support for the processing of material of sexual exploitation 
of children (CSAM) and its evaluation 
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2nd Policy Lab - Germany

Methodology

1. Interactive workshop (2 hours)

2. 13 online participants with the following backgrounds:

Å LEAs

Å Technical experts

Å Legal and ethics experts

3. Discussions on the 2 case studies and wrap-up session
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1st case study 
AI as support in mission control

Operationalcommandinitial situation

Factors Description

EmergencyCall An emergency call is received at the operations centre. Apparently there was a
dispute between two neighbours. One person was injured by a knife. 

Situation at the Operations 
Centre

The officer-in-charge checks the control centreto see which patrols are in the area. 
There are three possible patrols:
Å Patrol 1: 1km away, patrolmen on duty since 8h, no special training of patrol 

officers, no special equipment carried along
Å Patrol 2: 2km away, Patrol officers on duty since 4h, no special training for 

patrolmen, Taser is carried.
Å Patrol 2: 3km away, patrol officers on duty for 2h, one negotiation-trained officer in 

the car.
Å no special equipment is carried along

Decision at the Operations 
Centre

The officer-in-charge sends patrols 2 and 3 to the scene. Meanwhile, patrol 1 covers 
patrol areas 1, 2 and 3.
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1st case study 
AI as support in mission control

Problems

Facorts Description 

Use of the available data Å Command must make a decision in a reasonable amount of time
Å Obtaining data on the different strips takes time
Å Decision is made without knowledge of the entire data situation

Role of the Operations 
Manager

Å Personal experience has an influence on decision-making
Å Mission control and person in charge can change at very short notice

Higher susceptibility to errors 
due to the human factor



popAIPolicy Labs

NOTIONES

2nd Policy Lab - Germany

1st case study 
AI as support in mission control

Use of AI

Analysis of existing data and 
resulting recommendation 

Threat assessment through 
additional OSINT

Police internal interrogation 
through Automatic 

forwarding of information 
to involved parties (DC, 
rescue control centre, 
police officers on site)

Combination of AI and AR 

A utilisedpolice officer 
treats possible victims 

directly with the help of AR 
glasses
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2nd case study 
AI as support for the processing of material of sexual exploitation of children 

(CSAM) and its evaluation
Operationalinitial situation

Factors Description

Seizedmaterial Various hard disks and data carriers are seized from one suspect

IncomingSuspicious
ActivityReports

Within the framework of international police reporting systems, hundreds of 
suspicious online contents are reported to the German police every day.

Visual inspection All suspicious and seized material is individually visually inspected manually by the 
officers
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2nd case study 
AI as support for the processing of material of sexual exploitation of children 

(CSAM) and its evaluation
Problems

Factors Description

Visual evaluation Å Investigative approaches can only be created to a limited extent with the human 
eye

Å Psychologically stressful
Å Time-intensive

Administrative effort Å A report must be prepared for each case
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Establishment of the
facts

Automatedqueries

(IP address, location, 
etc.)

Determination of
investigative 
approaches

Automatedreport
with logical context 

and collected 
information

2nd case study 
AI as support for the processing of material of sexual exploitation of children 

(CSAM) and its evaluation
Application of AI
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2nd case study 
AI as support for the processing of material of sexual exploitation of children 

(CSAM) and its evaluation
Key findings

Å AI support in mission control is rather practical in urban areas than in rural areas

Å LEAs see AI application rather in scenario 2than in scenario 1

Å Discussed scenarios are technically feasible but ethical and legal hurdles might exist

Å No black box approach! Traceabilityof decisions of the AI is crucial

Å No significant risk of bias as the amount of training material is so high and various that the risk for 
a bias is estimated as low



popAIproject
Slovak policylab

Mojmír Mamojka
Academy of the Police Force in Bratislava, Slovakia
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3rd Policy Lab - Slovakia

3rd Stakeholder Policy Lab 
Slovakia

13th December 2022
(online meeting)
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Case Study

AI tools in monitoring social networks
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3rd Policy Lab - Slovakia

Methodology

1. Online and physical meeting

2. Participants from different sectors:
ü Academics (26)

Á Police Academy (25 ς14 of them were police officers)
Á Comenius University (1)

ü Tech designers (2) ςKempelenInstitute of Intelligent Technologies
ü Policy Makers (7)

Á Institute of Administrative and Security Analysis of the Ministry of the Interior of the Slovak 
Republic

Á National Security Office Department of Education, Support and International Cooperation (1)
Á National Crime Agency (2)
Á Department of Computer Crime of the Presidium of the Police Force (3)

3. Open discussion and wrap up session
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Case study 
AI tools in monitoring social networks

Basic Legal Frame

Opinion of the
European Data Protection 

Supervisor

European Data Protection Board
on the upcoming

Regulation of the European Parliament and of 
the Council laying down harmonised rules on 

artificial intelligence
(Artificial Intelligence Act)
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Case study 
AI tools in monitoring social networks

Basic Legal Frame

Point 27
The use of AI in the area of police and law enforcement requires

area-specific, precise, foreseeable and proportionate rules
that need to consider the interests of the persons concerned and the 

effects
on the functioning of a democratic society.

Opinion of the
European Data Protection 

Supervisor
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Case study 
AI tools in monitoring social networks

Use of moderntechnologiesin law enforcement in the SlovakRepublic
in generalis

The National Search Information System,
which consists of several independent 

information systems.

AFIS - Automated dactyloscopicidentification system 
of persons

National database of DNA profiles and CODIS system -
digitization of traces found at the crime scene and 

their subsequent comparison with databases

SOITRON
some police vehicles are equipped with 

ǘŜŎƘƴƻƭƻƎƛŜǎ ǘƘŀǘ ŜƴŀōƭŜ ǘƘŜ ǊŜŎƻƎƴƛǘƛƻƴ ƻŦ ŎŀǊǎΨ 
license plates and their automatic lustration.

Central Lustration Console
use software tools such as rsCASEcomputer 
programs, Analyst's Notebook, Autonomy 

IDOL Servere...
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Case study 
AI tools in monitoring social networks

Following the murder on ZámockáStreet
in Bratislava, Slovakia

The perpetrator posted several hateful statuses against the LGBTI community 
on an anonymous account only a few weeks before he murdered

2 people in front of the
,,Cafe ¢ŜǇƭłǊŜƶά ƛƴ .ǊŀǘƛǎƭŀǾŀ
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Case study 
AI tools in monitoring social networks

Evidence

On the day of the murder, he 
posted a manifesto on the social 
network ...


